[NHOJIMTUKA HA OBIIMHA HECEBEbP
3A MPEXOBA U MHOOPMAIIMOHHA CUI'YPHOCT

l. OO61M NoI0KEeHUs

Un. 1. (1) HoxymentspT ompenens nenure Ha OOmmnHa HeceObp 3a MpexoBata u
nH(GOpPMAIMOHHATA CUTYPHOCT U MOJIX0/1a 33 IIOCTUT'AHETO UM B CbOTBETCTBUE C HOPMAaTUBHHUTE
aKTOBE W JIOTOBOPHUTE, TEKYIIUTE W TOTCHIUAIHUTE BBTPEIIHM M BBHHIIHM 3aIllaxd 3a
MOCTUTAHETO Ha Te3H IIeJIU U 32 CUTYPHOCTTA Ha HH()OPMAIHITA.

(2)  HoxymeHTBT pedeprpa KbM BBTPECUIHUTE HOPMATUBHHU JIOKYMEHTH, CBBP3aHU C
M3IIOJI3BAHETO HAa HMH()OPMAIMOHHM M KOMYHHMKAIIMOHHH CHCTEMH B aJMHHHUCTpAIUATA:
Crparerusita 3a ynpasiieHue Ha pucka, Cucremara 3a (PMHAHCOBO YIIpaBJEHHE U KOHTPOII,
[IpaBunara 3a oOMeH Ha ENEKTPOHHH JTOKYMEHTH W JIOKyMEHTH Ha XapTHEH HOCHTETN,
[IpaBunara mo 3amuTa HAa JUYHUTE NaHHW, [IpaBuiara 3a MpexoBa M HMH(pOpMarMOHHA
CUTYPHOCT H T.H.

. CrpaTterudecka 1ei mo MpexxoBa ¥ HHGOPMAaIMOHHA CUTYPHOCT M TIOJIX0TU 32
MMOCTUTAHETO U

Un. 2. (1) Hacrosmusr pasngen e pa3paboreH Ha ocHoBanue wi. 4 ot Hapenbarta 3a
MUHUMAJTHATE U3UCKBAHUS 32 MPEXKOBa U WH()OPMAITMOHHA CUTYPHOCT.
2 KOHTpOBT U ocUTYpsIBaHE HAa BUCOKO HUBO Ha MHPOPMAITMOHHA CUTYpHOCT B OOmInHa
HeceOwp ce u3BbpmiBa ot otaen ,,J indhopmanmonHa CUrypHoCT.
3 B croTBercTBHE ¢ HOpMaTuBHUTE M3KuckBanus O6muHa HeceObp mpuema u BHenpsiBa
KOMILJIEKC OT OpraHMU3allMOHHU, TEXHOJOTHMYHHM U TEXHUYECKM MEpPKH 3a MpEexkoBa U
nH(pOpMallMOHHA CUTYPHOCT, KOUTO C€ mpuiarar BbB Bpb3ka C JeifHOCTTa Ha
aJIMUMHCTpAIMATA - TPEIOCTaBsIHE HA YCIYTH Ha TPaKJaHUTe U OM3Heca.
4) Bcuuky HOBM M MpPOMEHEHM HOPMATHBHM W3HCKBaHHUS CBBP3aHU C OCHUTypsiBaHE Ha
HEO0OXOIMMOTO HUBO Ha MpEXoBa W HMHGOPMAIMOHHA CUTYPHOCT C€ HAEHTU(UUUpAT OT
OOLIMHCKUTE CIY)KUTEIU CBOEBPEMEHHO, KaTO ce MpeArnpueMaT aJeKBaTHU [EHCTBUS 3a
TAXHOTO YAOBJIETBOPSIBAHE U MOCIEABAI KOHTPOJ 32 €PEeKTUBHOCTTA UM.
Un. 3. O6mmna Hece0bp rapanTupa Ha 3aMHTEPECOBAHWTE CTPAaHU 3amMa3BaHe Ha
AOCTBIIHOCTTA, HHTErpurera (UAJOCT UM HAJIUYHOCT) M KOH(PHUIAECHUHMAJHOCTTA HA
uHpopManuATAa MO BpeMe HAa ULeJUs H SKM3HEH LMKBJI (Cb3aaBaHe, 00padoTBaHe,
ChbXpaHeHHe, MpeHACS He W YHHIIOKeHHe) BBB M 4Ype3 HH(PpOPMALHOHHUTE U
KOMYHMKALMOHHUTE CHCTEMH.
Un. 4. (1) UznomsBanata UT unppacTpykTypa OT aAMUHUCTpALMSITA 3a W3MBIHEHHE Ha
JNEMHOCTTA c€ KOHTPOJHMPA U MOJAbPKA C HY)KHUS KamalUTeT U C€ OChbBPEMEHsBa ChOOPa3HO
HOBUTE TEHJCHIIUH.
(2) AnmunmCcTpanusTa epeKTUBHO U e(PUKACHO YIPABIIsIBA BCHYKH UACHTH(DUIIUPAHH [TPOIIECH,
OKa3Ballld BIMSHUE BBPXY MpexoBara M WH(GOPMAIMOHHA CUTYPHOCT. PHKOBOJCTBOTO Ha
aJIMMHHCTpAIHATA OCUTYPSBA HEOOXOAUMOTO O0yUeHHE U KBATH(PHUKAINS HA CITY)KUTEIUTE 32
rapaHTUpaHe Ha MpekoBaTa U HH(OPMAIIMOHHATA CUTYPHOCT.
(3) Bueapenarta Ctparerus 3a ynpasieHue Ha pucka B O6muna HeceObp mo3BossiBa 1a ce
mpeanpueMar MPEeBaHTUBHHU ACUCTBHS KbM HACHTU(UIIMPAHUTE PUCKOBE B 00JIAcTTa Ha
texnonoruute, WT wuHdpacTpykrypara, ymnpaBieHHEeTO Ha WH(DOPMAIMOHHUTE aKTUBH,
YOBEIIKUTE pecypcu U ap. Hauannuk otnen ,MIHpopmanmonHa curypHocT® uaeHTuduimpa
PUCKOBETE, KaTo CE B3eMaT M0 BHUMaHKE BCUYKU BHHIITHU U BHTPEITHHA (PaKTOPH, KOUTO BIISST



Ha JIeHOCTTa M MH(pOPMAIIMOHHATA CUT'YPHOCT, W3TOTBS PUCKOBHS MpOoQMI Ha OTAeNa upes3
MOITBJIBAHE HA PHCK-PETUCTBP W JOKIAJBa YIPABICHUETO Ha puckoBere Ha ChbBera MO
yIpaBJIeHHE HA PUCKA.

(4) 3a ympaBieHHETO W MUHMMHU3UpPAHE Ha IOCICAMIUTE OT HENPEIBUICHH HETaTUBHH
CBHOUTHSA, B aIMUHICTPALIAATA Ca BHEIPECHHU MpaBHia 3a yIpaBJeHUEe HAa UHIMIACHTH — Pa3nen
IX ot Berpennure npasuia 3a MpexxoBa u nHGopManroHHa curypaoct B O6muna HeceOwp.

(5) B3aumoOTHOIIIEHHSTA C TPETU CTPAHH CE YPEXKIAT C JOTOBOPHH CIIOPa3yMEHHUs C Kiiay3a 3a
HepasKpuBaHe Ha HH(POPMAIWS WK JEKIIapaluy 3a KOHPHUICHIIMATHOCT, KOUTO CE IPOBEPSBAT
MIEPUOINYHO 32 aJICKBAaTHOCT.

(6) HdocThmbT Ha CIYXKHTEIHTE W TPETH CTPaHH A0 HMHPOPMAIMs Ce MPEAOCTaBs MpPU
HEOOXOJMMOCT ¥ ChOTBETHOTO OJI0OpEHHE OT OTOPU3UPAH CIYKUTEN. 3a IeNiTa ce Mpuiarat
MEpPKH 32 CUTYPHOCT OINpeiesieHu B pa3zzen V ,,YrpapieHue Ha JOCThIIUTE U aBTeHTUKaIUsTa
OT HACTOSIIHUS TOKYMEHT.

(7) HenpexbcHaTtocTTa Ha NEWHOCTTa Ha OOIIMHCKATa aMHHHUCTpALUs Ce OpPraHu3Mpa Ha
ocHOBaHHue pa3zpadorenus [1nan cbe cieHapuy 3a Bh3CTAHOBSBAHE HA YCIYTHTE B ChOTBETHHUTE
cpoxkose. C 11elT aJIeKBaTHOCT HA TUTAHOBETE CHIIUTE CE€ TETCTBAT €KETO/IHO.

(8) EnexTpoHHHUTE yCIYTH CE€ IOCTHIBAT OT 3AlIUTEHHs ChC cepTUPHKAT OduUIHaIeH yed
mopran Ha OOmmua HeceOwp: hitp://www.nessebar.bg/ wnm upe3 Enunnus moaen 3a
3asBsiBaHE, 3alUlalllaHe W TPEJOCTaBsSHE Ha EJIEKTPOHHU aJIMHHUCTPATHBHU YCIYTH:
https://unifiedmodel.egov.bg/wps/portal/unified-model/for-citizens-and-businesses.

(9) Benuku city>KUTeNH U TPETH CTPAHU CE 33IbJDKABAT J]a Clla3BaT HOPMATHBHHUTE U3NCKBAHH,
MOJIMTUKUTE, BBTPEIIHUTE TMpaBuUja W MPOIEIypuTe 3a MpexkoBa U HH(POpMAIMOHHA
CUTYPHOCT.

(10) Ilpu HapymaBaHe Ha BHTPEUIHUTE MPABUIA M MOJUTUKUTE OT CIY)KUTCIUTE CE MpUIarar
pasnopendure 3a AMCUUIUIMHApHATa OTTOBOPHOCT cbhrytacHO Kozaekca Ha Tpyda u 3akoHa 3a
ITbpKABHUSL CIYXKUTEN, a MPU KOHCTAaTHUpaHUE HApYIIEHWUs] OT TPETU CTPaHU C€ Mpujaratr
KaJTy3UT€ OT CKJIIOYEHUTE JOTOBOPU U CHOTBETHUTE 3aKOHH.

1. [TonuTHka 32 B3aMMOOTHOIIICHHUE C TPETU CTPAHH

Uin. 5. HactostmusT pasnen e pazpaboreH Ha ocHoBaHue wi. 10 ot Hapenbara 3a MUHMMaJTHHUTE
M3HUCKBAHUS 32 MpEeXoBa U MH(OPMALIMOHHA CUTYPHOCT MMa 3a LIeJl J1a OIpelesd paMKa Ha
B3auMoOoTHeHusITa Ha Ob6muHa HeceObp ¢ mocTaBumMmmTe, 3a Ja ce rapaHTupa 3alluTara Ha
nHpopManusTa.

Ui 6. (1) B3aumooTHOIIEHUATA C JOCTABUUIIUTE HA CTOKU U YCIYT'H, UMAIIH OTHOIIIEHHE KbM
MpexkoBaTa M MH(OPMAalMOHHA CUTYPHOCT Ha OOIIMHTA CE OMPEAENAT upe3 CKIIYBAHE Ha
JIOTOBOPH U CIIOPa3yMEHUs, KbJETO CE OINUCBAT JETAilIHO KAaKBU JIOCTBIU U JI0 KaKBU
MH(OPMALIMOHHH CUCTEMH C€ MPENOCTaBsT, JIMIaTa KOUTO IIe YMPaKHABAT KOHTPOJ BBPXY
J0CTHIIA, BPEMETO 32 OCHILIECTBIBAHE HA ICHHOCTTa, MEPKUTE 3a (PU3HUECcKa CUTYPHOCT, KOUTO
TpsOBa J1a ce mpuiarart, 1epUHUIIMH 32 HHIIUJEHT U ChOUTHE U pefa 3a JOKJIaIBaHe U Jp.

(2) HoroBopuTe ¢ MOCTaBUHMIIMTE TPsAOBA Ja BKIIOYBAT KJIay3W 3a KOH(HICHIIHATHOCT, B
KauyecTBOTO UM Ha 00pabOTBaIIM TUYHH JaHHH.

(3) JocThIrbT Ha BBHHIIIHU CTPAHH J0 YYBCTBUTEIHA U KPUTHYHA HH(DOPMAIIHS UITH JI0 aKTHUBUTE
ce JOMyCcKa camMO B NPUCHCTBUETO M TOJ KOHTPOJIAa HAa KOMIIETEHTEH CIIY)KUTENl Ha
aAMUHUCTpAIUATA, TPU HAJIMYUE HA JIOTOBOPHU OTHOLIEHHUS.


http://www.nessebar.bg/
https://unifiedmodel.egov.bg/wps/portal/unified-model/for-citizens-and-businesses

(4) JoroBopute TpsiOBa 1a BKIFOYBAT KJIay3H 32 HEYCTONKH U ChACOHU MEPKH IPH HAPYIICHHSI
Ha MpexoBaTa M WH(POPMAIMOHHA CUTYPHOCT, JOTOBOPEHHTE CPOKOBE, KOJMYECTBAa W/WIH
Ka4ecTBO Ha yCIIyrata OT CTpaHa Ha JOCTAaBUULIUTE.

(5) 3a omnpenensiHe Ha B3aMMOOTHOLICHUSTA C JIOCTABYHMIIUTE C€ TPUJIAraT ¥ HOPMATUBHHUTE
M3UCKBaHUs Ha 3aKOHA 3a OOIIECTBHUTE MOPHUKH U 3aKOHA 32 3aAbJKECHUSATA U JJOTOBOPUTE.
(6) 3asBsBaHETO M NPEAOCTABSHETO HA JIOCTBII 3a CIIY)KHTEIUTE Ha JOCTaBYMKA CC
OCBIIIECTBSIBA KaTO CE€ CJIEABAT JOTOBOPHUTE M3WUCKBAaHUS W pasmnopendure Ha pasgen V
1 loTMTHKaTAa 3a yrpaBJIeHUE Ha JOCThIIA M ABTEHTUKAIUS ** OT HACTOSIIUS TOKYMEHT.

(7) HoctbbT 10 MHPOPMAIIMOHHUTE CHCTEMU Ha aJ]MUHCTPALIMATA CE OCHIICCTBSABA KAaTO CE
M3M0JI3BAT KaHAJM C BUCOKA CTEIeH Ha 3amuTa kato Virtual Private Network (VPN).

(8) HocraBumnute TpsiOBa Ja ChriacyBaT ¢ aAMUHHCTpAIMATA IJIaH 33 aKTyalu3alusra Ha
MPUIIOKHHUTE COPTYEPH B aIMUHICTPALIUATA, KATO CE€ CIa3sT BCHYKH MEPKH 32 OCUTYpsIBaHE Ha
ISUTOCTHOCT, HATMYHOCT ¥ KOH(UICHIIMAITHOCT Ha WH(POPMAIIHATA.

(9) HocraBunure Ha WMT ycayrd W CTOKM CleiBa jJa MpWiIaraT MEPKH 3a MPEKOBa M
nH(pOpMallMOHHA CUTYPHOCT Ha CHUIOTO WJIM MO-BUCOKO HMBO KakTto OOmmHa HeceOwp, 3a
KOeTO TpsOBa Ja € CIOCOOCH 1a TPEeAOCTaBH JOKa3aTeiCcTBa 3a TPOBEICHH OIHWTH WA
CBHOTBETHHTE CEPTH(PHUKATH.

(10) HdocraBumkbT TpsiOBa ga € cmocoOeH Ja JOKaKe MPOM3X0Ja Ha Mpelaranus
pecypc/ycayra U HeroBaTa CUTYpHOCT.

(11) B noroBopuTe ce onpeesns OOUMHCKH CIYKUTEN, KOWTO TPsAOBA J1a CIeIH U3ITBIHCHUETO
Ha JIOTOBOPHUTE CIIOPA3yMEHHUS.

(12) B cnyyait Ha HecrmasBaHe Ha YrOBOPCHHTE ACWHOCTH M KIIay3W C TpeTara CTpaHa
CILY>)KUTEJIAT IO MPEAXOoJHaTa ajuHes] W3TOTBs JOKJIaJHa 3alucKa, KOATO BKIIOYBA IUIAH 3a
NecTBHE U JOTOBOPHT CE€ MpeKpaTsBa.

IV.  IlonuTuka 3a U3NoJ3BaHE HA KPUNTOTpadCKU MEXaHU3MU

Uin. 7. HacTosmusT pas3zaen e pa3padoTeH Ha ocHOBaHue wi. 4, ait. 3 u wi. 16 ot Hapenbara 3a
MUHUMAJHUTE W3UCKBaHMS 3a MpeKoBa M WMH(GOPMAlMOHHA CUTYPHOCT M HMMa 3a IeJ Ja
OTpeJieNid TUIOBETE KPUNTOrpacki MEXaHU3MHU U pelia 3a TAXHOTO u3mnoJi3BaHe B OOmKHa
Hecebwp, 3a na ce rapantupa 3amurarta Ha nH(GOpManusTa.

Un. 8 (1) 3a ocurypsiBaHe Ha KpUNTHUPAH KaHall 3a Bpbh3Ka MEXIy HMH(]pacTpykTypaTa Ha
aAMUHUCTpALMATA U 3AMHTEPECOBAHU CTPaHH, C KOUTO UMa JOTOBOPHU CIIOPa3yMEHUS UM UMa
HOpMaTUBHU HM3UCcKBaHUs ce u3noisea [PSec VPN win Open VPN.

(2) Ilpu cBbp3BaHe KbM MOLICHCKUS CHPBBP C €NEKTPOHHHUTE MOIIM HAa aJMUHHUCTPALIMSAITA,
Bceku cayxutel nznonssa HTTPS.

(3) IIpu Tpancdep Ha eneKTpOHHA MOIIa MEXKIYy ChbPBHpPA HAa aIMUHUCTpAIUATA U JIPYTH
MOILIEHCKH ChPBBPH, MPH BB3MOXKHOCT ce u3noisBa Secure Socket Layer/Transport Layer
Security (SSL/TLS) 3a usrpaxkjane Ha KpUNTHPaHa CBbP3aHOCT. T0O3M KOHTPOJ ce Tmpuiiara u
IpY 3alIMTaTa HAa KOMYHUKAMATA C UHTEPHET MOopTajia Ha aIMUHUCTPALIUSTA, KAKTO U 34 JPYTH
CBhpPBBPH, Ha KOUTO € HEOOX0AMMa M0I00HA CUTYPHOCT.

(4) TIpu HEOOXOOMMOCT OT HW3MOJI3BaHE HA YJIOCTOBEPCHHUTEIHH YCIYIM C€ OCHUTypsBaT
MEepPCOHAHU 3a BCeKU cayxuten kBamupuuupanu enekrponnu noamucu (KEII), uumeto
M3MO0JI3BaHE C€ pEerjaMeHTHpa B 3aKOH 3a EIEeKTPOHHMS JOKYMEHT U EJIEKTPOHHUTE
YIOCTOBEPUTEIHU YCIYTH.



(5) 3a 3amuTa Ha KOMyHUKAIUATa B O€3KMYHUTE MPEXKH HA aJMUHHCTpAIMITA CE MU3IOJI3BA
npotokon WPA2, koeTo ce aAMUHUCTPHUpA OT OTAEeN ,, ITHpOpMaIIMOHHA CUTYPHOCT .

(6) Ilpu apxuBupane Ha QailloBe ce W3MoI3Ba (PailyioB apXUBATOp 7Zzip, KOWTO IMO3BOJISIBA
KpUINITUpaHE HAa UHPOpMaLUITA.

(7) C men a He ce ChXpaHABAT MAPOJIUTE B SIBEH (JOPMAT OT CIYKHUTEIUTE, Ce JOIyCKa Ja ce
U3M013Ba COPTyepeH HHCTPYMEHT 3a 3allluTa Ha apoJIUTe B KpUntupad BuA (kanp.: Dashlane,
One password, Key vault, Key pass).

(8) 3a npenaBane Ha nanHu ce u3non3par npotokoaute SSH u SFTP.

V. IlonuTHnka 3a YIIpaBJICHHUEC HA JOCTBIIUTEC U aBTCHTHKALIUA

Ui 9. (1) Hacrostmusar pasnen e pazpaboreH Ha ocHoBaHWe Wi 4, ain. 3 w wi. 17 — 19 ot
Hapenb6ara 3a MUHMMAaTHUTE U3UCKBAHUS 32 MPEKOBA U UH(POPMAIIMIOHHA CUTYPHOCT.

(2) C monuTHKaTa ce ONpeneNnsT:

1. Pensbt 3a ynpaBiieHue Ha IpaBaTa 3a JIOTUYECKHU JOCTHI (CTaHJApTHU U IPUBUIIETHPOBAHH )
Ha notpedurenure 10 nHGopManoHHH cucteMu Ha O6muHa Hecedwp;

2. PenwT 3a mperiien nmpaBata 3a JIOTHYECKU AOCTHIT Ha TOTPEOUTENTUTE;

3. OTTOBOPHOCTHTE HA JUTHKHOCTHUTE JIMIIA TIPH YIIPABICHUETO Ha MpaBarta 3a JI0CTHII;

4. TlpaBunara 3a u300p U 3alIUTa Ha MAPOJIUTE;

5. M3kmrodenust oT oOyTe mpaBuia 3a yrpaBjieHHue Ha JOCTHITUTE.

(3) MonuTHKaTa ce OTHACS 3a BCUYKH CIY)KUTEITH U JOCTABUYUIIH.

Y. 10. (1) IpaBara 3a JOCTBIT 3a CITY)KUTEIH M JOCTABUUIK CE OMPEACIIAT Ha MPUHITKIIA Ja ca
JOCTaThYHU 32 U3II'BJIIHEHNE Ha 3a/IbJKEHUsTA, 0€3 TOBA J1a HapylllaBa CUTYPHOCTTA Ha IaHHUTE
B 3aBHCHMOCT OT TSIXHATa MOBEPUTEIHOCT.

(2) Yupasienuero Ha MOTPEOUTETUTE, TEXHUTE PUBUICTUH M aBTCHTHKAIIUK CE H3BBPIIBA OT
Domain Controller na Windows Server.

(3) TIpaBarta 3a mOCTBII Ce OMPEACTAT B CHOTBETCTBHE C JUTBKHOCTTA, 3a€MaHa OT AajeH
CILY>KHUTETI.

(4) IIpaBaTta 3a JOCTBHI Ha JIOCTABUUIIUTE CE€ OMPENENIAT CHIJIACHO MpeAMeTa Ha JCHHOCT B
CKJIFOYEHUTE JOTOBOPH.

(5) IIpaBata 3a 1OCTHIT HA CIAYKUTEIUTE IO CTPYKTYPHH 3BE€HA CE OTIPEACIST OT PHKOBOIUTEISAT
Ha CTPYKTYPHOTO 3BEHO, OT 3aMECTHUK KMETOBETE [0 PECOPH HIIM OT CEKpeTaps Ha OOIIMHATA.
JlocThnuTe ce aKTyaau3upa eKeroHO U P HACTHIHIN IpoMeHu. Buaose nocThnu:

1. EnexTpoHHa moimia — o0eM Ha KyTusTa ..... MB 1 MakcumaineH pa3mep Ha nmpukadeH (aiin
.... MB;

2. Active Directory — Username, "Group Membership", JIokajeH aiMHHUCTPATOP;

3. UMEOH - User ID, HaumeHOBaHME HA JOCTBITHUTE MOJYJIN — JOCTBITBT CE OCUTYpsIBa CIIE]T
€JIEKTPOHHO IHUCMO Ha CeKpeTaps Ha OOLIMHATA,

4. Anmuc;

5. HanmoHnanna/nokanHa 6a3za naHHM ,,HaceneHue* — nOCTBI UMAT CIyXUTEIUTE Ha OTIEI
»I PAO%;

6. [IOJIMKOH — nocTbell UMaT CIy)KUTENNUTE HA OTAEN ,,JoBemku pecypcu 1 TP3* u kacuep B
otaen ,, DCO*;

7. TIHT 'POBUILEH ITAPK - noctbn umar cinyxxurenute Ha otaen ,,J PAO;



8. CHETOBO/IHA IMTPOI'PAMA AXYP-L — noctsn umat cinyxutenure ot otaen ,,0CO%;

9. Mpexosu ycayru: 9.1. KEIT; 9.2. WiFi Routers; 9.3. VPN;

10. CepBBpHU — JOCTHI UMAT CIYKUTEIHUTE OT OTAeH ,,THpOopMarmonHa curypHoct®. Jlomycka
Ce Ch3J]aBaHETO HA XPAHUJIUIIE 32 JAaHHU Ha ONPEICIICHO CTPYKTYPHO 3BEHO;

11. ®usmyecku O0OEKTH — [JOCTBI JIO0 aJMUHUCTpaTHBHATa crpaga Ha OOmMHCKA
aIMUHUCTpAIUSl UMAT BCUYKHU CIYKUTEJH, 32 KOETO MOJlydaBaT MarHUTHA KapTa 3a JIOCTBHII,
W3/1aJIeHa OT CUCTEMHHUS aJMUHUCTPATOp (CHUMKA, UME U (aMUIHS, JUTHKHOCT U CTPYKTYPHO
3BeHO). CBIIACHO UTHKHOCTHATA XapaKTEPUCTHKA BCEKU CIIY>KHUTEI T0JI3Ba paOOTHO MACTO B
3aKII0YBaNIo0 ce momemieHue. JlocThll 70 CHPBBPHUTE TOMEIICHUS WMAaT CHUCTEMHHTE
aJIMMHHUCTPATOPH U HaYaJIHUK oT1eN ,, IH(hopMallMoHHA CUTYpHOCT*.

(6) Cp3maBat ce /1Ba THITa aKayHTH: aIMUHHCTPATOPCKH M MOTPEOUTEIICKH.

(7) NannuTe 3a aBTEHTUKAIIMATA HA aIMUHHUCTPATOPCKUTE aKayHTH TPpsAOBa Ja:

1. ca pa3nuyHM 32 BCSIKA CUCTEMA;

2. ca ¢ Bb3MOXKHO Hal-TOJIsIMa CJIOKHOCT, TIO3BOJICHA OT CUCTEMAaTa WM HEHHHUS KOMIIOHEHT;
3. ce ChXpaHsSBaT Ha XapTHECH HOCUTEI 3areyaTaH B IUIUK.

(8) C men ciykuTenuTe 1a HE CHhXpaHABAT MApOJHUTE B sIBEH (opmar, ce J0MmycKa ja ce
M3M0JI3Ba COPTYEPHH HHCTPYMEHTH 3a 3alllUTa HA TApOJUTE B KPUNTHUPAH BHJ, Hamp.:
Dashlane, One password, Key vault, Key pass.

(9) Bcnuku akayHTH ca MEPCOHATHHU.

(10) He ce pa3perraBa jia ce 10JI3Ba 4yK/ aKayHT 3a JOCTHIT 10 HHOOPMAI[HOHHH CHCTEMH U
pecypcH.

Un. 11. (1) Peructpamnmsara u mpoMsiHa B PErHCTpaIlMATa Ha MOTPEOUTENN ChC CHOTBETHHUTE
JOCTBIU C€ UHUIIMHUPA OT PHKOBOJUTEINS HA CTPYKTYPHOTO 3BEHO (HAYAJIHUK OTNEN / JUPEKTOP
JTUPEKIUS U JIp.), KOUTO M3Mpalia Meis 10 otaen ,,J indhopmannonHa CUTypHOCT® ¢ KOIHE 10
CeKperapsi Ha OOIIMHATa, KaTO B HEro ce BKIIOYBA ciegHaTa MH(oOpMalus: MMeHaTa Ha
CILY’)KUTEJIS; ITBKHOCT; CTPYKTYPHO 3BEHO; JaTa Ha Ha3zHayaBaHe; paboTeH oduc/kaOuHeT;
HeoOxouM gocthh (enexTponHa noma, KEI, paboTta ¢ koHkpeTHa nH(GOPMallMOHHA CUCTEMA
U JIp).

(2) PbroBOmuTEN HA CTPYKTYPHOTO 3BEHO MOMBJIBA 3asiBKa MO oOpasel, chIrylacyBaHa OT
HavaHUK oTAen ,,JubopmanmonHa curypaoct n Hadanauk otnaen ,,0CO“ u yrBbpaeHa OT
cekperapss 3a ocurypsBane Ha HeoOxomumoro UWT obGopynBane Ha cuyxwurens. llpu
0CBOOO’KaBaHE Ype3 3aBepKa Ha O0OXOMHUS JUCT oTAen ,,IHpopmalnroHHA CUTYpHOCT H
nomakuHuTe oT oTAeH ,,dCO“ oTHEMAaT nocThia u oTuncisBat UT obopyasanero.

(3) CucremuusiT agMuHHCTpaTOp ocurypsisa HeoOxoaumoto UT obopynBane, mHCTamupa u
KoH(purypupa.

(4) CucteMHUAT aaMUHHCTpATOp Ch3AaBa / JEaKTHBUpAa aKayHTa Ha CIYXHUTEIS ChC
CHOTBETHUTE JOCTHIHU 0 HHPOPMAITMOHHUTE CUCTEMH U PECYPCH.

(5) Homakuu ot otmen ,PCO“ mpemaBa MBbPBUYHHUTE CYETOBOJHH MOKyMeHTH Ha WT
obopynBanero B otmen ,,OCO*“ u ckaHMpaHW KOMHS HA CHUCTEMHHUS aJIMUHHUCTpPATOp 3a
3aBexkJaHe B Perucrbpa Ha HHPOPMAITMOHHUTE PECYPCH.

(6) CuctemeH aIMUHHCTPATOP MPEIOCTABs HA CIYKUTEIS OTPEOUTEICKOTO MME U MapOJIUTe
3a IOCTHII 0 UH(POpPMAIIMOHHUTE cucTeMU U pecypcu. [laponuTe ce cbh31aBaT KaTo BpEMEHHH
U cieqBa Aa ObJaT CMEHEHH P MbPBOHAYAIHO BIU3aHE OT CIYKUTEIS.



(7) Ilpu cp3naBaHe Ha MOTPEOUTEICKOTO MME CE MpUilara Clie/iHaTa KOHBEHIMs: Hanp. MBaH
JHumutpoB — ivan.dimitrov (ume u pamumms). [Ipu Hanume Ha HTOBTOPEHHE HA UME U (haMUIIuS,
ce m00aBsi U MHHMIMANA OT npe3umero, Hanp.: VBan CrosHoB dumutpoB — ivan.s.dimitrov.
Jlomycka ce CIy)KHTeIUTEe Ha €HO CTPYKTYPHOTO 3BEHO Jia TIOJI3BaT 00II1a eIeKTPOHHA T10IIa.

(8) Cucremen aaMHHUCTpATOp MpPOBEKIa OOydYeHHE Ha CIyxuTenas 3a pabora ¢ UT
o0opyaBaHeTo ¥ MHPOPMAIMOHHN CHCTEMH U JOMYCTHMOTO UM H3IIOJI3BAHE.

VI . [Tonutuka 3a paboTa OT pa3cTOsHUE

Uin. 12. (1) Hacrosimara nonutukara € pa3paboreHa Ha ocHoBaHue 4i. 4, an. 3 u wi. 20 ot
Hapenb6ara 3a MUHMMAaTHUTE U3UCKBAHUS 32 MPEXX0OBA U MHPOPMAITMOHHA CUTYPHOCT.

(2) MonuTtukata ce OTHACS 32 BCHUKHU C OTJAJICUCH JOCTHII 10 MHPOPMAIIMOHHUTE PECYPCH Ha
OOmmHCKaTa agMUHHUCTPALUS — CIY)KHTEIH, KMETCTBA, BTOPOCTENEHHU Pa3MOPEAUTENN C
OI0/DKET, KakTO M JOCTaBYMIM, KOUTO TIPEAOCTaBIT YCIYI'H 10 TOAIPHKKA Ha
nH(OpPMaIMOHHATa 1 KOMYHUKAIIMOHHA HHPPACTPYKTYpa U CUCTEMH.

Un. 13.(1) 3asgBsABaHETO M NPEAOCTABIHETO Ha JOCTHII 3a paboTa OT pa3CTOSHHE Ha
CITY)KUTENl WM JOCTaBUMK C€ OCHIIECTBABA KATO CE CJIEJBAT JIOTOBOPHHUTE W3HUCKBAHUS U
pasznen V. ,JlonmutukaTa 3a yrpaBiieHHe Ha JOCTHIIA U aBTEHTHKAIIHS .

(2) 3a goctpn o0 wuH(pOPMalMOHHATA CHUCTEMAa HAa AJAMHHHCTpanUsATa OT KMETCTBaTa U
BTOPOCTETNIEHHUTE PAa3NOPEIUTENN C OIOKET ce U3IM0JI3BAT KaHaIM C BUCOKA CTETIEH Ha 3allluTa
karo Virtual Private Network (VPN).

(3) OTroBopHOCTTa 32 BHEAPSIBAHETO, MOIPHXKKATA M KOHTPOJIA Ha MPUJIaraHe Ha MEPKUTE 3a
MH(pOpMAITMOHHA CUTYPHOCT € Ha CIYKUTEIHUTE OT 0TAeN ,,IHpopMalmoHHa CUTYpHOCT.

(4) Ilpm HEOOXOOAUMOCT OT JOCTHII 10 HWH(POPMAIMOHHW AaKTUBU W3BBH MpeEXKara,
KOHTpoJupaHa oT OOmuMHCKaTa aIMUHUACTpALIUS, Ce:

. W3M0J13Ba HAali-MaJIKo ABY(aKTOpHA aBTEHTUKAIIUS,

. n3noi3Bar Virtual Private Network (VPN);

(5) Ilpu pabora ot paszcrosinue He ce u3noasar File Transfer Protocol (FTP) u Remote Desktop
Connection.

(6) Ilpu pabGota OoT pa3CcTOsiHUE CE€ M3MOJ3Ba HA/IEKIHA UHTEPHET BPb3Ka, KaTo 3a Oe3KuueH
JOCTBII Ce U3HMCKBA J1a Ce U3M0J3Ba MpoTokon WPA2.

(7) 3a aucTaHIOHHA pab0Ta Ja Ce U3MOJI3BAT CIYKEOHH MPEHOCHMHU KOMIIOTPH (JIAIITOMHN).
(8) Ilpu m3moa3BaHe HA JIMYHU TEXHHMYCCKHA CPEICTBA 3a paboTa OT Pa3CTOSHHE CE MpHUIaraT
TEXHMYECKM MEpKU 3a 3allliTa OMpEeesieHH 3a aJIMUHUCTPALMITA, KAaTO 3aIbJKUTEIHO Ce
ch37aBa OTJeNieH NpouII 3a JOCTHI A0 KOMIIOThbpHATa KOH(PUTypaIlusl.

(9) 3abpansiBa ce CBaITHETO W ChXPAHCHHUETO HA JaHHM ¢ Kareropus ,,Huso 2 u ,,Huso 3
JIOKAJIHO Ha TMYEH XapAyep MpHu paboTa OT pa3CTOSHHUE.

(10) O6paboTBaneTo Ha WHGpOpPMALHATA 2 CE U3BBPIIBA caMO Ha ChbpBhpU Ha OOIIMHCKATA
aJIMUHHCTpAIHS.

(11) TIpu HEOOXOAMMOCT OT MUCTAHIIMOHHA paboTa, Ha MOTPEOUTENS MOXKE JIa Ce ONMpPeAeH
BPEMEBH JMAIA30H 3a JOCTHII 10 MH(YOPMAITMOHHUTE PECYPCH.

(12) He ce momycka 3amamMeTsiBaHE Ha JaHHHUTE 32 YA0CTOBEpsIBaHe pH CBbp3BaHe mpe3 VPN.
(13) Bcuuku soroBeTe Ha paObOTEUIUTE OT PA3CTOSIHUE CE ChXPAHABAT MUHUMYM 1 T.



(14) Bcuuku paOOTHM CTAaHIMM M MOOWJIHH KOMITFOTPH, KOUTO C€ CBHP3BAT OT Pa3CTOSHUE
TpsOBa 1a ObAAT 3aIUTEHN C aHTUBUPYCHU MIPOTPAMHU.

(15) duckoBeTe HAa MOOMITHUTE KOMITIOTPH, KOMTO CE M3IOJI3BAT 3a JUCTAHIIMOHHA paboTa, 3a
renta TpsoBa na Opaar ¢ BrroueH BitLocker.

3AKJIIOYUTEJIHU PA3ITIOPEJIBA
§ 1. Hacrosmure mOJNMTHKM C€ TPErJIeKAa 3a aJeKBATHOCT pEJOBHO OT OTHEN
. JIHQOpManmoHHa CUTYPHOCT® MHHHUMYM BEIHBX TOJWIIHO, KAaTO TPU HEOOXOAMMOCT ce
aKTyalnu3upar.
§ 2. Hacrosimmure NOJMTUKK ca YTBBPACHH CHC 3aloBe] HAa KMeTa Ha OOIIUHATA
Ne2171/02.08.2023 r.



